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Flowmon is comprehensive solution for monitoring of network infrastructure, based on an observation 

of IP data flow (NetFlow/IPFIX). The technology provides overall view of network traffic within fixed, 

mobile or cloud infrastructure, details of every single communication as well as details about who, 

where, for how long, how often, using which protocol and which service, or amounts of data transferred 

during the communication. Flowmon is the only European solution using Network Behavioral Analysis 

(NBA) as identified by Gartner.  

 The solution consists of powerful dedicated probes, collectors and NBA based module Flowmon ADS 

(Anomaly Detection System), which detects both known and unknown security threats (attacks on 

network services, infected hosts, network traffic anomalies etc.). Flowmon solution may be extended by 

additional modules such as Data Retention module to fulfill governmental law requirements, Flowmon 

DDoS Defender for volumetric DDoS attack detection and mitigation and Flowmon Traffic Recorder 

module, which can be used for full packet capture of user defined network traffic flows. 

FlowMon the Cost Effective Solution for: 

 Comprehensive Network Monitoring and Alarming 

 Security & DDoS Mitigation  

 Anomaly Detection (Network Behavioral Analysis)  

 Advanced Threat Detection 

 Application Perfomance Analysis 

 Packet Capture (For Deep Packet Inspection and Legal Intercept)  

 Up to 10g, 40g & 100G capability (Line Speed) 

 SIEM Integration 

 Gartner Accredited  



 

 

Joint Solution  
Network visibility, traffic analysis and attack detection together with attack mitigation capability is 
essential when fighting DDoS attacks in backbones as close to attack source as possible. 
Leveraging network traffic statistics from routers or dedicated network probes enables to detect 
attacks and understand their characteristics to start successful mitigation.  
 
Once the attack is detected using flow data, network traffic needs to be diverted to specific out-

of-band DDoS mitigation appliance t hat is able to create a dynamic attack signature and scrub 

the attack while enable the legitimate traffic to continue unaffected. And here comes to play F5 

with BIG-IP appliance, which performs DDoS mitigation for diverted traffic. The described 

procedure is complex attack detection and mitigation ecosystem focused on volumetric attacks 

that includes seamless cooperation of multivendor solution.  

 

 

 

 

 

 

 

 

 

 

 

 

Visit: www.flowmon.com  

Or contact the local representative: 

 

 

Tel: +27 10 590 6293   e-mail: info@sobavigor.co.za    

www.sobavigor.co.za 

Po Box: 2472 Cramerview 2060 South Africa   Mobile: 083 226 1567 

http://www.flowmon.com/
mailto:info@sobavigor.co.za
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